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Abstract

This study investigated the predictors of support for and resistance to hacktivism in a sample of 78
science, technology, engineering, and mathematics majors at a Midwestern university. Results from
surveys about real-world instances of hacktivism indicate different preexisting global attitudes predict
specific situational hacktivism support (predicted by admiration) versus resistance (predicted by will-
ingness to report). Also, participants gave greater weight to their perceptions of hacktivist (rather than
target) trustworthiness/untrustworthiness. Comparisons among different facets of trustworthiness
suggest perceptions of shared values with and integrity of the hacktivists are especially important for
predicting support and resistance. Participants also were more supportive of hacktivism rated as hav-
ing higher utilitarian value but not less supportive of hacktivism initiated for retribution. Mediation anal-
yses indicated that situation perceptions significantly mediated the effects of global attitudes on
hacktivism support/resistance, but that the significance of specific mediators was inconsistent across
analyses. This suggests that the importance of mediators may depend on specific context.
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Introduction

Even our most basic infrastructure depends on cyber systems and components that could be hacked
and sabotaged with potentially large-scale, life-threatening consequences (Holt & Kilger, 2012),
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making hackers a primary threat to national security. There are many motivations behind hacking,
including the so-called “white hat” motives such as increasing knowledge or improving security,
“black hat” motives such as personal gain or retribution, and “gray hat” motives such as curiosity
or challenge (Xu, Hu, & Zhang, 2013). Hacktivism, the subject of this article, is defined as unauthor-
ized or illegal electronic disruptions or intrusions motivated by activist purposes, especially for
advancing political causes (Denning, 2001; Manion & Goodrum, 2000). Thus, “hacktivists’ are dis-
tinguished within the broader category of hackers by their use of technology and hacking as means to
achieve political purposes or “greater good” (Taylor, 2005). Hacktivism is an important area of
study because hacktivist motives stemming from social, political, economic, and cultural (SPEC)
conflicts are increasingly cited as reasons why hacker groups plan and execute their attacks (Gandhi
et al., 2011; Holt & Kilger, 2012).

While there is an emerging literature base on hacktivism (e.g., Denning, 2001; Jordan & Taylor,
2004; Manion & Goodrum, 2000; Taylor, 2005), there is still a gap in pinpointing the factors influ-
encing public perceptions and support for or resistance to hacktivism. This gap is important because,
to a large extent, hacktivists cannot achieve their aims without public support. Hacktivists have a
unique and polarized social standing that distinguishes them from cybercriminals with other
motives. Rather than hiding their activities, hacktivists intend their actions to be public and recruit
public support. Thus, onlookers can also impact cybersecurity by their actions supporting or resist-
ing ongoing hacktivism attacks. Mass action hacktivism, for example, may simply require onlookers
to visit a site or click on a link. Such mass action hacktivism does not require onlookers to have much
skill but to succeed, does require supportive onlookers to take action. Also, unskilled supporters can
be and have been encouraged to help with attacks through the provision of tools and tutorials (Holt &
Kilger, 2012; Jordan & Taylor, 2004). Because hacktivism can include activities ranging from tech-
nologically unsophisticated behaviors such as trolling and launching verbal attacks (Workman,
Phelps, & Hare, 2013), to more technologically sophisticated attacks on systems (see Jordan & Tay-
lor, 2004, for an in-depth review), “onlookers” can relatively easily be transformed into active hack-
tivists. Thus, learning about the factors that predict onlooker support for and resistance to hacktivism
may also advance understanding of how hacktivism is spread or prevented. Also, because technolo-
gically unsophisticated “normative” forms of hacktivism are predictive of technically sophisticated,
“nonnormative” forms (Workman et al., 2013), lessons learned about less-sophisticated onlookers
who are at risk to become attackers may inform understanding of sophisticated attackers.

As Holt and Bossler (2014) note in their review, research specifically examining hacktivist
motives or onlooker attitudes toward “hacktivities” is rare. Providing one example of such research,
Gandhi and colleagues (2011) analyzed the SPEC motives underlying historically recorded cyber-
attacks and created a taxonomy of motives ranging from retaliation and political dissatisfaction
(political motives), to land and cultural disputes (sociocultural motives), to financial gain (economic
motive). Relatedly, Samuel (2004) interviewed hacktivists and analyzed secondary material to
develop a typology of hacktivist activities including (1) performative hacktivism, which may take
the form of digital sit-ins and is conceptually closest to civil disobedience, (2) political cracking,
which is unique in its disregard for the law and may be conceptually closest to cyberterrorism, and
(3) political coding, which involves creation of software code to achieve political ends. These three
forms vary in orientations toward illegal activity (cracker hacktivists are most accepting) and reli-
ance on technical expertise (performative hacktivists are least technically sophisticated). Both
Gandhi et al.’s and Samuel’s work are important to understanding the variety of hacktivists and
hacktivism in existence but do not directly address how onlookers might react to different forms
of hacktivism or whether the same dimensions would be important when thinking about not only
those who initiate hacktivist attacks but also onlookers who then support (or resist) the attacks.

Somewhat more relevant is research by Holt and Kilger (2012). They used a diverse sample of
college students from a Midwestern university to compare domestic and international students’ (all
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Figure |. Overview of preliminary model of hacktivism support and resistance.

studying within the United States) endorsement of politically motivated cyberattacks against gov-
ernment and critical infrastructure targets. Using scenario stimuli, they investigated the predictors
of self-reported willingness to take specific physical (e.g., write a letter, damage a government build-
ing) or online (e.g., post to social networking sites and deface target websites) actions against the
students’ own or another (fictitious) nation. Holt and Kilger’s findings indicate that, of the variables
they examined—which included patriotism, nationalism, attitudes toward group equality and out-
groups, technological skill, history of digital piracy, and demographics—willingness to engage in
physical (offline) protests were by far the best predictors of willingness to engage in online protests.
In addition, a history of digital piracy (and, less reliably, out-group antagonism) also predicted will-
ingness to engage in cyberattacks. Given that their participants were students, not hacktivists, these
results may reflect sources of onlooker support for the forms of online protest investigated. How-
ever, we found no research directly examining onlooker’s willingness to support or resist
hacktivism.

Our research begins to fill this gap in the literature and more generally add to the literature unco-
vering “‘the dynamics by which individuals come to participate in protest” (Schussman & Soule,
2005, p. 1084)—in this case, participation in protests through support of ongoing hacktivism. As
we detail in the next sections, we especially seek to illuminate proximate psychological factors that
may impact individual support of or resistance to hacktivist activities. Specifically, as illustrated in
Figure 1, we explore different types of cognitive/affective and behavioral support and resistance, and
the potential roles of preexisting attitudes toward hacktivism and situational perceptions (e.g., of the
actors, targets, and the effects of the actors actions) in predicting that support and resistance.

Dependent Variables: Situation-Specific Hacktivism Support and Resistance

Because we were interested in motivation, we defined our primary dependent variables, support for
and resistance to hacktivism (Figure 1, rightmost variables), not only in terms of behavioral support
and resistance but also in terms of supportive and resistant cognitions and affects, which might lead
to overt behavioral support and resistance. Such an approach is consistent with long-standing the-
ories of attitudes such as the Theory of Reasoned Action (Ajzen, 1991, 2001; Ajzen & Fishbein,
1980), which posits that behavioral intentions are driven by cognitive and affective evaluations of
the expected likelihood and value of various outcomes.
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We thus created a measure of proximal and situation-specific but generally stated behavioral
intentions and cognitive/affective indicators of hacktivism support and resistance. The situation-
specific focus was very intentional, as we are interested in support and resistance behaviors that
occur in concrete situations containing features that may impact people’s behaviors separately from
their personal and more stable attitudes (which we also assessed, as discussed subsequently). On the
other hand, our measures were general in the sense that we did not specify zow the respondent might
help (as did, e.g., Holt & Kilger, 2012), because we intended the measures to be applicable across
specific contexts and to persons of different skill levels. By assessing behavioral intentions sepa-
rately from cognitions/affects, we kept the hypothesized underlying psychological components of
support and resistance separate from behaviors and behavioral intentions.

Potential Predictors: Preexisting Global Attitudes Toward Hacktivism

The first elements of our preliminary model predicting hacktivism support and resistance were pre-
existing global attitudes (Figure 1, leftmost variables). In general, attitudes are evaluations of objects
that can be held in thought (Bohner & Dickel, 2011) and are typically described as ranging from
positive to negative (e.g., good/bad, beneficial/harmful; Ajzen, 2001). Attitudes show characteristics
of both stability and change and are influenced by associated cognitive beliefs and expectancies,
affective feelings and values as well as contextual factors (Bohner & Dickel, 2011). We surmised
that just as personality traits (overall tendencies to behave in certain ways over time) are predictive
of behaviors in a specific situation (e.g., Fleeson, 2007), attitudes reflecting support of or resistance
to hacktivism generally (i.e., global attitudes toward hacktivism) will also be predictive of evalua-
tions that people construct in specific situations (e.g., hacktivism support/resistance). Thus, our first
hypothesis was:

Hypothesis 1: Preexisting global attitudes toward hacktivism will be predictive of situation-
specific hacktivism support and resistance.

Such distinctions between more global versus situation-specific constructs have also been made
in other attitude studies (e.g., Gau, 2013). We assessed global attitudes toward hacktivism support
and resistance similar to how we assessed situation-specific support and resistance: by asking parti-
cipants about their affective (e.g., admiration), cognitive (e.g., moral judgments), and behavioral
(e.g., willingness to help or to report) reactions to hacktivism in general. Assessing such attitudes
is also consistent with literature pertaining to hacktivism. For example, some have discussed admira-
tion for hacktivists (Levy, 2001), and others have pointed to the importance of moral judgments for
determining which computer-savvy individuals become hackers and which do not (Xu et al., 2013).
As illustrated in Figure 1, while we hypothesized that these attitudes would importantly predict sup-
port and resistance, we expected their effects to be mediated by situational perceptions, which we
discuss next.

Potential Mediators: Trust and Distrust

A second class of elements in our model includes perceptions of trustworthiness and untrustworthi-
ness. We were particularly interested in these perceptions because hacktivists are often characterized
as having high distrust in their targets (Levy, 2001; Warren, 2008; Yar, 2005). Indeed, although as
previously noted more recent usage of the term ‘““hacking” encompasses a wide range of characters
and actions, “old school” definitions of hacking implied a certain “ethic” of protest and “distrust of
political, military and corporate authorities” (Yar, 2005, p. 389) resembling contemporary descrip-
tions of hacktivists. Despite this emphasis, research on the role of trust or distrust as a precursor to or
motivation for hacktivism or for supporting hacktivism is lacking. For onlookers, their trust and
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distrust of, not only the targets, but also the hacktivists who initiate attacks, may also play an impor-
tant role in motivating their support or resistance.

Dimensions of perceived trustworthiness identified by prior research have included judgments of
benevolence, integrity, competence (Mayer, Davis, & Schoorman, 1995; PytlikZillig, Tomkins,
Herian, Hamm, & Abdel-Monem, 2012), and shared values (Siegrist, Cvetkovich, & Roth, 2000).
In the present study, we assessed these specific perceptions of trustworthiness in order to test for the
potentially different effects of each and investigate the following hypotheses and research question:

Hypothesis 2: Trustworthiness and untrustworthiness of the targets of hacktivism will predict
resistance and support for the hacktivism, respectively.

Hypothesis 3: Trustworthiness and untrustworthiness of the hacktivists will predict support
for and resistance to the hacktivism, respectively.

Research Question 1: Are specific facets of trustworthiness and untrustworthiness more
strongly related to hacktivism support or resistance than other facets?

Potential Mediators: Hacktivism for Retributive Versus Utilitarian Purposes

The next component of our model involved attributions about the purpose and effects of the hackti-
vism activities. Attribution theory (Hareli & Weiner, 2002; Weiner, 1985, 2010) identifies dimen-
sions by which persons assign causality as they interpret the world around them and links those
attributions to motivations, emotions, and behaviors. Each of the motives identified by Gandhi
et al. (2011, p. 36), for example, can be evaluated on two attribution dimensions, namely retribution
(e.g., retaliation against acts of aggression) and utility (e.g., cyber-espionage). Prior research and the-
ory suggest people perceive actions attributed to retributive motives as more hostile and less moral
than utilitarian/instrumental actions (Feshbach, 1970; Kanekar, Bulsara, Duarte, & Kolsawalla,
1981). Based on this prior work and theory, we examined the effects of perceiving hacktivism as retri-
butive and/or utilitarian on hacktivism support and resistance and hypothesized that:

Hypothesis 4: Perceptions of the retributive value of the hacktivism will negatively predict
support and positively predict resistance, while perceptions of the utilitarian value will have
the opposite effects.

Finally, to begin to draw potentially causal connections between the variables in our preliminary
model of hacktivism support and resistance (specifically, the connections implying mediation out-
lined in Figure 1), we sought to answer the following research question:

Research Question 2: Do situation-specific perceptions mediate the impacts of preexisting
global attitudes on hacktivism support and resistance and, if so, which perceptions are the most
important mediators?

The Present Study

We investigated our hypotheses and research questions among those likely to be among the future
population of potential hacktivist supporters: undergraduates majoring in STEM fields (Yar, 2005).
To establish a greater understanding of how STEM students view hacktivism, we asked participants
to complete items assessing general attitudes toward hacktivism and then to respond to examples of
real-world instances of hacktivism. Following completion of the surveys assessing perceptions of the
instances of hacktivism, participants engaged in a discussion about ethics in computer science
designed to fulfill course-related ethics requirements.
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Method
Participants

The survey was part of required course activities but participants could choose to withhold consent
for analysis of their responses. A total of 78 (92%) of 85 students completing the survey for course
credit consented for their data to be used in this research. All participants were students in a com-
puter science course for engineers at a Midwestern university, ranging in age from 18 to 22 years
(M =19.45, SD = 1.05) and 82% were male. Most were freshmen (40%) or sophomores (41%), and
White (89%). Politically, 49% identified as Republicans, 19% as Democrats, and 32% Independent.
All students in the course reported science, technology, engineering, or math (STEM) majors and,
for most (91%), this was their first computer science course.

Procedures

The survey was administered online as homework. Participants were given the definition of
hacktivism as “engaging in unauthorized online behaviors in order to achieve a greater purpose
(e.g., a political purpose).” To distinguish hacktivism from hacking it was noted that, in con-
trast, “hacking is any unauthorized online behaviors, and may simply be for personal gain, and
does not have to be engaged in for any greater purpose.” Immediately after this explanation,
participants answered the questions measuring their global attitudes toward hacktivism and
some demographic questions.

Participants next read about real-world hacktivism-related events. Each scenario was briefly
described for the students, the hacktivists and the targets were explicitly identified, and links were
provided to online news articles describing the events (see online Appendix A'). All students first
read about an instance of hacking involving the stealing and release of e-mails from climate scien-
tists (climategate). Next, they reported their perceptions of the trust- or untrustworthiness of the cli-
mategate hacktivists and their targets (climate scientists), their perceptions of the hacktivist motives
as utilitarian or retributive, and their support for and resistance to the hacktivism in that specific
scenario (situation-specific support and resistance).

After responding to the climategate scenario, participants were randomly assigned one of
three other real-world events. Use of different second scenarios was designed to create varia-
tion so that we might detect relationships between situation-specific perceptions and support for
and resistance to hacktivism. The three scenarios included descriptions of (1) a video posted as
incriminating evidence against teens at a party where a rape occurred (rape video), (2) Aaron
Swartz’s alleged hacking of JSTOR articles prior to his suicide (hacker suicide), and (3) the
anonymous group’s denial of service attacks and petition for such attacks to be considered legal
forms of social protest (denial of service). Note that the four scenarios (climategate, rape video,
hacker suicide, and denial of service) varied in terms of the likely trustworthiness of the targets
(e.g., we expected climate scientist targets to be viewed as more trustworthy than teen bystan-
ders to an ongoing rape) and, although not the primary focus of this study, also varied on
dimensions identified by Samuel (2004). For example, the actions of the hacktivists in the cli-
mategate and denial of service scenarios involved potentially sophisticated hacking activities
and might be classified as political cracking. Meanwhile, the use of the rape video to achieve
justice for the rape victim may be viewed as performative hacking because it did not require
sophisticated programming or hacking skills but was certainly a form of active protest.

After reading the second scenario, the same variables were assessed as had been after the clima-
tegate scenario. Finally, participants were asked to write brief preliminary answers to three open-
ended questions (not analyzed here) that would prepare them for the in-class discussion.
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Measures

Unless otherwise noted, all measures were accompanied by a 7-point Likert-type scale with
responses ranging from strongly disagree to strongly agree. With the exception of the trust mea-
sures, our measures had not been used in prior studies. Therefore, we conducted a number of pre-
liminary analyses including assessments of face validity of items, examination of internal
reliabilities of scales and item-total and a-if-deleted values for individual items, and principal com-
ponent analysis and exploratory factor analysis using principal axis factoring (described subse-
quently, with additional details in online Appendix B'). Furthermore, we cross validated our
statistical results on a second sample from a related study, considering both sets of results in our
decisions for final scale composition.

Hacktivism support and resistance. Situation-specific hacktivism support and resistance were assessed
with 12 items divided into subscales based on whether items referred to behavioral versus cognitive/
affective support or resistance. The distinction between support and resistance was made on the basis
of theory suggesting that approach and avoidance behaviors and motives are fundamentally differ-
ent, relying on different neural substrates (Corr, 2013; Gray, 1991). The division between cogni-
tions/affects versus behaviors was based on theory suggesting that cognitions and affects precede
and motivate behaviors (Ajzen, 1991, 2001; Ajzen & Fishbein, 1980). Although our factor analyses
suggested two (support and resistance) rather than four factors, because of the exploratory nature of
our study and the potential theoretical importance of distinguishing behavioral from psychological
constructs, we kept them separate.

The final subscales were as follows: behavioral support (2 items, e.g., “If I were in a position to
help with such hacking efforts, I would do so”’; as for this scale ranged from .78 to .97 across sce-
nariosz), behavioral resistance (2 items, e.g., “If I knew someone was doing this hacking, I would
try to tell the authorities”; as = .76-.99), cognitive/affective support (3 items, e.g., “The behavior
was morally right”; as = .64—.91), cognitive/affective resistance (3 items, e.g., “I generally disap-
prove of this behavior in this case”; as = .42—.86). For the mediation analyses, we combined all
support items and all resistance items into overall support (6 items, as = .75-.92) and overall resis-
tance (6 items, as = .77-.93) scales that each included an additional item assessing empathetic
understanding or lack of understanding (e.g., “I cannot understand why anyone would ever engage
in such behavior™).?

Global attitudes toward hacktivism were assessed with 8 items. Based on exploratory factor anal-
yses and face validity considerations, we created the following subscales: admiration (3 items, e.g.,
“I really look up to people who ‘hack’ for activism purposes (i.e., for a good cause)”; o0 = .85),
moral judgment (3 items, e.g., “‘Hacking is always wrong, even if it is supposedly for a good cause”;
o = .90), and willingness to report (2 items, e.g., “I’d report someone trying to hack a computer
system, even if they were doing it for a cause that I believe in”; o = .85).

Trust/distrust in hacktivist or target. For each scenario, the trust/distrust constructs were assessed with
regard to both the hacktivist and the target of the hacking. Most of the trustworthiness scales
were comprised of one negative and two positive items constructed on the basis of prior research
(e.g., Hamm et al., 2013; PytlikZillig et al., 2012). We assessed unspecified trust (3 items, e.g.,
“I trust/distrust the target/hacker’; as ranged .66—.94 across scenarios), benevolence/malevolence
(4 items for target, 3 items for hacker, e.g., “the target/hacker had good intentions™; os = .68—
.78), competence/incompetence (3 items, e.g., “they are competent at what they do,” as = .71—
.95), integrity/lack of integrity (3 items, e.g., “they are persons of integrity”; as =.46—91), and
shared/unshared values (3 items, e.g., “things that are important to me are also important to them”;
as = .76-.92).
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Attributions. To assess perceptions of the effects of the hacktivism and likely hacktivist motives, we
used two scales, namely utilitarian motives/attributions (3 items, e.g., “The hacking succeeds in giv-
ing access to information that should be public”; as = .56—.88) and retributive motives/attributions
(3 items, e.g., “The target got what he or she or they deserved”’; as = .58—.79). Although factor anal-
yses of these items suggested a one-factor solution, we retained separate scales due to the explora-
tory nature of our study and the potential theoretical importance of the distinction between items.

Results
Between-Scenario Differences

Prior to examining our specific hypotheses, we first examined our measures’ sensitivity to differ-
ences between scenarios. Given that we were using new measures, this was important to establishing
the validity of our scales. Because every student had read and responded to the climategate scenario
and one other randomly assigned scenario (a within-participant design), we used paired ¢-tests to
compare the climategate scenario and each other scenario. For differences among the three other
scenarios, we used between-group one-way analyses of variance (ANOVAs) with pairwise
follow-up independent #-tests for differences whenever a significant omnibus difference was found.

As shown in Table 1, analyses revealed numerous differences between scenarios, supporting the
validity of the scales. For example, comparisons on the situation-specific hacktivism support and
resistance indicated that the most support and least resistance to hacktivism were for the rape video
scenario. Meanwhile, the least support and most resistance to hacktivism were for the climategate
scenario. The rape video scenario was significantly different from the climategate scenario on most
of the hacktivism support/resistance scales. Also, there was significantly lower behavioral resistance
in response to the denial of service scenario than to the climategate scenario. Between-group com-
parisons of the three between-group scenarios found an omnibus significant difference only for cog-
nitive/affective support, F(2, 75) = 5.77, p = .01, ®> = .07, with post hoc tests indicating a
significant difference between the rape video and denial of service scenarios (with more cogni-
tive/affective support for hacktivism in the rape scenario).

On the situation perception variables, comparisons between climategate and other scenarios
revealed a number of differences. The climategate and rape video scenarios significantly differed
on all trust/distrust subscales pertaining to the targets of the hacking: Participants’ trust in the cli-
mategate target (climate scientists) was significantly higher than trust in the targets of rape video
scenario (teen bystanders to the rape). Also, compared to climategate hacktivists, participants had
significantly more trust in the rape video hacktivist’s integrity and shared values, more trust in the
suicide hacktivist’s benevolence, competence, integrity, and shared values, and more trust in the
denial of service hacktivists’ competence. Compared to the climategate scenario, hacktivism in rape
video scenario, and denial of service scenario were also rated higher for retributive motives but not
utilitarian motives. Meanwhile, hacktivism in hacker suicide scenario was rated higher in utilitarian
purposes than the climategate scenario.

Comparisons among the other three scenarios on the situation perception variables also revealed
significant, moderate to large, F(2,75) = 9.65-30.26, ps < .01, ©* = .18-.50, omnibus differences
for all dimensions of trust/distrust in targets, and targets in the rape video scenario rated as least
trustworthy. When it came to trust/distrust of the hacktivists, omnibus ANOVA results indicated sig-
nificant differences only on the benevolence dimension, F(2, 75) =4.32, p = .02, o’ = .08, with the
denial of service hacktivists rated as least benevolent.

Finally, examination of between scenario differences in retributive and utilitarian attributions
also revealed significant omnibus differences on both dimensions, with moderate effect sizes, utili-
tarian F(2, 75) =10.21, p < .001, ®* = .12; retributive F(2, 75) =14.02, p = .00, > = .24, and a
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Table |. Between-Scenario Comparisons of Participant Ratings.

Climategate Rape Video Hacker Suicide Denial of Service
n=178 n=29 n=26 n=23
M SD M SD M SD M SD

Hacktivism support/resistance

Overall support 3.40° 95 429° 119 38I1*° 139 3.54%0 73

Cognitive/affective support* 325  1.04 433> 125 3.68° .54 3.38° 75

Behavioral support 296 137 369 153 337 172 3.28*° 1.09

Overall resistance 4.25° 90  3.60° .17 3.85*° 1.48 3.97° 78

Cognitive/affective resistance  4.61° 96 3.84° 132 4.10*° 141 409 .80

Behavior resistance 418 1.1l 3.60° 1.35 3.752 1.80 411 1.07
Trustworthiness of targets

Unspecified* 415° 115 270° 117 459° 95  422° 86

Benevolence* 442> 80 249° 117 444 82 3.87° 79

Competence* 5.00° 86 390° 143 531° .12 493° 1.06

Integrity* 423> 105 245 113 459 95  422° 68

Shared values* 415> 103 259 .17  438° 1.03 401° 79
Trustworthiness of hackers

Unspecified 3.39° 93 378 9 3.78° 1.36 3.62° 79

Benevolence* 4.02° 88 474° 94  494° I.16 4.10° 98

Competence 5.00° 90 503 132 567° 1.15 5.07%° 1.17

Integrity 3.25° 86 3.93° 80 3.67° 1.33 3.57*b 88

Shared values 3.45° 88 4.11° 85  4.00° |.48 3.65%° 9l

No care about impact 3.88° 131 3.83*® |6l 296 1.18 3.48%° 1.28
Hacker motives/hacktivism effects

Utilitarian* 3.62°° 114 408> 131 432 1.27 3.19° 68

Retributive* 3.30% 1.07 4.85¢ 1.06  3.36*° 1.43 3.65° 78

Note. Scales range from | to 7, with 4 = neutral.

*Indicates significant omnibus difference among the three between-group scenarios. Same superscripts indicate a lack of sig-
nificant differences at the p < .05 level based on paired or independent group’s t-tests as described in the text. If means within
a row do not share a common superscript, then those means are significantly different from one another. For the between-
group analyses, post hoc uncorrected t-tests were only conducted if the omnibus test was significant. The climategate
reported M and SD is computed across all participants; there were no significant differences in the ratings of climategate
between the three subgroups receiving different second scenarios.

logical pattern of differences (e.g., Schwartz’s downloading activity was among the most utilitarian
and least retributive scenarios).

Predicting Situation-Specific Hacktivism Support and Resistance

We next tested our hypotheses and explored the prediction of situation-specific support and resis-
tance for hacktivism using hierarchical multiple regression analyses. Because these were explora-
tory analyses conducted on data from relatively small samples (N = 78 in climategate, n =
23-29 in the other three scenarios), instead of conducting multivariate analyses examining the pre-
diction of all dimensions of situation-specific support at once, we separately examined the prediction
of each dimension of situation-specific support. Specifically, we conducted four hierarchical regres-
sion analyses (one for each dependent variable) for the climategate scenario (which all students
rated) and four for the other three scenarios (which were randomly assigned to students). To reduce
the number of predictors, we conducted a number of exploratory analyses prior to the regression
analyses. One option for these preliminary analyses was to conduct factor analyses of all of our
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predictor variables and reduce them to a smaller number of scales. However, our research question
(which specific perceptions are most important for predicting the dependent variables [DVs]?)
requires keeping individual perceptions separate. Therefore, we conducted a series of regression
analyses, including both stepwise and simple simultaneous regression,” to examine which variables
were most important from each of the three sets of key variables (i.e., separately examining general
attitudes toward hacktivism, trust/distrust, and attributions). Then, using only the significant predic-
tors from the stepwise regressions, we conducted a series of hierarchical regression analyses regres-
sing each of our situation-specific hacktivism support/resistance outcome variables on the following
predictors, in the following order for the climategate and other scenarios:

Climategate Scenario: Other Scenarios:

Global attitudes toward hacktivism (step 1) Global attitudes toward hacktivism (step 1)

Attributions (step 2) Dummy codes for scenarios (step 2)

Trust/distrust in the target (step 3) Attributions (step 3)

Trust/distrust in the hacktivists (step 4) Trust/distrust in the target (step 4)
Trust/distrust in the hacktivists (step 5)

Our procedures required individual variables to compete with one another in order to be included
in the model and results in different specific predictors for different DVs. Thus, parameter estimates
from one model are not comparable to parameter estimates from another model (because different
control variables are included in each model). However, we were most interested in the pattern of
results obtained and the reliability of that pattern across models, rather than specific parameter esti-
mates.” The resulting patterns are reported in Table 2, which shows the specific predictors entered
for each model, the variables that were significant when entered on their respective step (denoted
by *), and the variables were still significant in the final model (boldface variables). A number of
observations are apparent. First, relevant to our first hypothesis (Hypothesis 1), general attitudes
toward hacktivism did predict support and resistance. Admiration for hacktivists was especially
likely to predict support variables, and willingness to report hacktivism was especially likely to pre-
dict resistance to hacktivism. However, the moral judgment scale did not emerge as an important
predictor in any of the analyses. Next, relevant to Hypotheses 2 and 3, as indicated by the direction
of the effects (i.e., positive or negative directions of the effects) trust in the targets and distrust in the
hacktivists did tend to predict support for or low resistance to hacktivism. It is also noteworthy that,
as shown in Table 2, the variance accounted for by trust/distrust in the hacktivists was always greater
than or equal to the variance accounted for by trust in the targets. Thus, it appeared that our parti-
cipants were attending more to whether they trusted/distrusted the hacktivists, than to their distrust/
trust of the targets, in making their decisions about support/resistance.

Relevant to Research Question 1 concerning the specific facets of trust/distrust that may relate to
hacktivism support and resistance, results from the hierarchical regression analyses also pointed in par-
ticular to perceived shared values with and integrity of the hacktivists as most consistently emerging as
important predictors of support for and resistance to hacktivism. Related to the targets, results indi-
cated perceived competence and integrity of targets may be more important for reducing support for
hacktivism and perceived benevolence of targets may be more important for increasing resistance.

Finally, relevant to Hypothesis 4, Table 2 indicates that participants’ perceptions of utilitarian
motives tended to be predictive of both support and resistance, as expected. Contrary to our
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hypotheses, however, perceptions of retributive motives did not reliably relate to support and resis-
tance and when they were predictive, they tended to predict more support and less resistance.

Mediation by Situation-Specific Perceptions

Relevant to RQ2, regarding mediation of the effects of attitudes by situation perceptions (illustrated
by Figure 1), the hierarchical regression analyses summarized in Table 2 were suggestive: Although
admiration was always a significant predictor when entered in Step 1 of the analyses, in all but one
analysis it ceased to be predictive once all situation perceptions were entered. On the other hand,
when willingness to report was a significant predictor, it tended to remain a significant predictor
of resistance variables, even in the full models.

To more formally explore the possibility of mediation, we conducted additional analyses based
on requirements for mediation (Baron & Kenny, 1986; Preacher & Hayes, 2008). Because of our
small sample size, we used the bootstrapping macro recommended by Hayes (2013) to estimate the
indirect effects. The results for cognitive/affective and behavioral support (and likewise for the resis-
tance variables) were similar. Consequently, we used overall average of all support items as our
dependent variable for support and the overall average of all resistance items as our dependent vari-
able for resistance. When predicting support or resistance in the climategate or other scenarios, we
tested the ability of all potentially important predictors listed in Table 2 for their ability to mediate
the impacts of the general attitudes (admiration in the case of support, and willingness to report in the
case of resistance) on the dependent variables.

As shown in Table 3, the effects of admiration on support for hacktivism were significantly mediated
by situation-specific perceptions in the results from the climategate scenario and from the other
scenarios. Also, the effect of willingness to report hacktivism on resistance to hacktivism was signifi-
cantly mediated by situation-specific perceptions in the analysis of other scenarios. However, mediation
of attitude’s effect on resistance did not achieve significance in analysis of the climategate scenario.

Across all analyses, it appeared that perceptions of shared values with and integrity of the hack-
tivist were the most important mediators (consistent with results in Table 2). However, the individ-
ual variables identified as significant mediators varied across analyses, suggesting the importance of
certain mediators may vary dependent on other situation-specific factors.

Discussion

The purpose of this study was to explore the predictors of support for and resistance to hacktivism
among onlookers who, in this case, were STEM students early in their college careers. Early career
students are especially apt subjects because it is likely that future hacktivists would come from this
population (Yar, 2005). For our predictors, we focused on proximate psychological factors: general
attitudes toward hacktivism and specific situation perceptions. Thus, our approach is distinctly psy-
chological and focuses on the individual, in the same spirit as prior research on engagement in social
protests, which has focused on the role of factors such as social identity, efficacy, relative depriva-
tion, and so on (e.g., Brunsting & Postmes, 2002; Kelly & Kelly, 1994).

Because “distrust” is a commonly cited characteristic of hacktivists, we diverged from prior lit-
erature on social protest by focusing especially on the onlooker assessments of trustworthiness, of
both the hacktivist attackers, and their targets. Although social protest research commonly assesses
trust in government generally (calling it “external efficacy’) (Van Stekelenburg & Klandermans,
2013), ours is the first article to our knowledge that focuses on both trust in the targets and trust
in initiators of social protest and also focuses on specific trustworthiness perceptions instead of trust
in general. Within the literature on hacktivism as a specific form of protest, it is also the first (again,
to our knowledge) to analyze why onlookers might support or resist such attacks.
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The lack of prior research created a challenge in selecting the measures to assess our constructs. We
thus created the measures we used. Because this is the first time our scales were used, our results are
necessarily exploratory and tentative. Nonetheless, our item and scale analyses and scenario
comparisons provide preliminary evidence that the scales and subscales constructed for this investiga-
tion have adequate internal validity and are useful for detecting variations in hacktivism support/resis-
tance, trustworthiness of hackers and targets, and attributions about the motivations of hacktivists.

For our exploration, we posited a number of hypotheses, illustrated by Figure 1. Regarding
Hypothesis 1, preexisting global attitudes were predictive of hacktivism support and resistance in
the specific scenarios. Given that the general attitude measures, to some extent, paralleled the mea-
sures of specific support and resistance (e.g., asking about willingness to report hacktivism generally
and then asking about willingness to report it in a specific situation), this is not too surprising. None-
theless, Hypothesis 1 was important to establish empirically because relationships between global
and specific attitudes are not always straightforward (Gau, 2013). For example, somewhat surpris-
ingly, general cognitive moral judgments of hacktivism were not as predictively useful as admiration
and willingness to report, even though we did notice that written responses and the discussion fre-
quently referred to whether or not participants felt hacktivist actions were moral, as exemplified by
this quote: “There are certain things that you need to think about. You need to think about moral
rights and legally. Morally, I think they did do the right thing because those people [the rape bystan-
ders] should have been caught in trouble.”

Our findings may suggest that, while general admiration and willingness to report hacktivism are
relatively stable and useful predictors of people’s support/resistance in specific situations, moral
convictions about hacktivism may be more situation specific and affected by what and why specific
hacktivist acts are undertaken. On the other hand, it is also possible that the highly cognitive nature
of the study tasks affected the pattern of responses in this study. That is, admiration, moral judgment,
and reporting refer, respectively, to one’s affect, cognitive judgment, and behavior. The primary task
in this study was highly cognitive—students read and made judgments about scenarios. The scenar-
ios were not designed specifically to evoke emotion, nor did they require a behavioral response.
However, by evoking specific judgments, the scenarios may have created a sort of “situation press”
that reduced free expression of moral judgments and reduced the predictive ability of that dimen-
sion, as has been found in personality research (e.g., Tett & Guterman, 2000).

Consistent with our next two hypotheses, we also found trust and distrust in the targets (Hypothesis
2) and the hacktivists (Hypothesis 3) predicted willingness to support and resist hacktivism and
accounted for significant variance in addition to global attitudes. However, examination of the var-
iance accounted for suggested that our respondents were particularly attentive to whether or not they
trusted the hacktivists as opposed to whether or not they trusted the targets when making their
decisions about support or resistance in the specific situations. This is in spite of the fact that our sce-
narios created more between scenario variation in target trustworthiness than hacktivist trustworthiness
(see Table 1). We had not specifically hypothesized this. To the contrary, drawing from prior writings
on hacktivism, our investigation was inspired by the observation that lack of trust in the fargets (who
are often authorities or institutions) was professed as a major motivation of hacktivists.

A potential explanation for this finding is suggested by other results. Regarding Research Question
1, examination of the facets of trust that were revealed as most important by the hierarchical regression
and mediation analyses suggested that respondents were especially attentive to whether or not they felt
they shared values with the hacktivist, and whether they judged the hacktivists as high in integrity. This
finding is consistent with social identity theory and other research finding that identifying with a group
(e.g., in terms of sharing its values) predicts willingness to engage in group protest activities. Thus, for
onlookers, it may be that social identity is a more powerful predictor than variables that describe
grievances and relative deprivation (Van Stekelenburg & Klandermans, 2013). On the other hand, the
cognitive processes may have been quite different if participants had been asked to judge the
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justifiability of hacktivism in a situation where they themselves were already established as the hack-
tivists. In such a case, self-perception biases (e.g., Bradley, 1978) may have allowed participants to
assume their own trustworthiness and focus more upon the trustworthiness of the target.

We also found judgments of hacktivists’ benevolence were sometimes predictive, but the com-
petence of the hacktivists was not predictive of support and resistance. These findings are consistent
with other research finding that judgments of moral dimensions of trustworthiness are often more
numerous and have greater influences on trust than competence judgments (e.g., Krot & Lewicka,
2012; Landrum, Mills, & Johnston, 2013; Wasti, Tan, & Erdil, 2011). On the other hand, the facets
of trust in the farget that were most predictive did include competence (as well as benevolence and
integrity) but did not usually include shared values.

This finding that the importance of facets may vary across situations is consistent with the findings
for Research Question 2. Mediation tests of global attitudes by perceptions of the situation revealed
three of the four tests of the indirect effects achieved significance. While the specific variables that
had significant effects included shared values with and integrity of the hacktivists (providing further
support for the importance of these variables), the significance of individual predictors varied across
the four analyses. Future research attempting to better understand the mechanisms underlying support
and resistance, for hacktivist or other social protest activities, may thus find it fruitful to study the
conditions under which onlookers are affected most by different facets of trustworthiness.

Finally, perceptions of the utilitarian and retributive value of the hacktivism also predicted support
and resistance. If hacktivism was perceived as usefully achieving some aim (e.g., revealing the truth,
preventing harm), then it was more supported and less resisted. Less reliably, hacktivism perceived as
more retributive (punishing the target), also predicted more support, in conflict with Hypothesis 4.
Prior research has suggested that people will prefer retributive punishments under some conditions.
For example, Carlsmith and Darley (2008) note, when faced with blameworthy harmful behaviors,
through both intuition and perhaps motivated reasoning, the majority of people prefer to reciprocate
with retributive punishments that would give others “what they deserve” rather than merely utilitarian
punishments which might simply remedy damage or prevent future harm from occurring. Thus, it is
possible that, in our scenarios, those who perceived the hacktivism as retributive also perceived the
targets as blameworthy. Future research is needed, however, to clarify this point and examine the fac-
tors that moderate the impact of perceptions of retribution on support for or resistance to hacktivism.

Conclusions, Limitations, and Directions for Future Research

In conclusion, the present study advances the understanding of reasons why onlookers may support
or resist hacktivist attempts. Global attitudes do appear to impact situation perceptions, especially
perceptions of shared values with and the integrity of the hacktivists, and impact onlooker support
and resistance. However, the present study was only a first exploration of our model, using new mea-
sures within a single convenience sample of STEM students. The measures show promising relia-
bility and validity but should be tested in additional studies. Also, while it is useful to know what
STEM students think—as they are most likely to be the technology-savvy leaders in the future—the
present results may not generalize to all such STEM students or to other noncollege student popula-
tions. Future research should seek to replicate these findings, if possible in representative samples
and nonclassroom settings. Also, to enhance external validity, we used four real-world descriptions
of actual hacktivism situations as stimuli. Clearly, four scenarios cannot capture the full variation of
possible hacktivist attacks, our results are likely affected by the specific scenarios chosen, and future
research should include additional variants of hacktivism. Because this was a first exploration, we
also did not seek to experimentally vary some of the variables that emerged as key predictors in the
present study. Thus, our results are largely correlational findings and not adequate for establishing
causality. Future research should thus focus on explicit experimental manipulations of factors
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such as perceived values, integrity, benevolence, and competence of hacktivists and their tar-
gets, in order to more firmly establish the causal relationships between these variables and sup-
port and resistance to hacktivism.
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Notes

1. All appendices are available at http://go.unl.edu/sscr_pytlikzillig_2014 or from the first author.

2. Due to space constraints, illustrative items and ranges of Cronbach’s as are reported. The full set of items
and specific reliability estimates for each scenario are available in online Appendix C at http://go.unl.edu/
sscr_pytlikzillig_2014.

3. The understanding items had been included to assess cognitive/affective support and resistance but reduced
the internal reliability of those subscales and therefore were not included in those subscales.

4. We conducted analyses both ways because, in the simultaneous regressions, the significant correlations
among the predictors could result in the nonsignificance of individual predictors that would be significant
if the other variables were not included in the model.

5. For those wishing to see the parameter estimates, they are available in online Appendix D at http://go.unl.
edu/sscr_pytlikzillig_2014.

Supplementary Materials

The online appendices are available at http://ssc.sagepub.com/supplemental.
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