Electronic Medical Records in Nebraska
Security, Privacy, and Health Care Quality

This is a background document to prepare you for the November 17" discussion about electronic health records. This
discussion guide is intended to serve as a jumping-off point for our upcoming conversation. The discussion is not a test
of facts, but rather a chance to offer your perspectives on the issues with other Lincoln residents.

Electronic Medical Records: Where Are We Now?

On April 26, 2004, President Bush urged the country to pursue new initiatives in education, energy, and
technology. Particular focus was placed on new developments in Health Information Technology (HIT)—
and more specifically—FElectronic Medical Records (EMRs): “Within ten years, every American must have a
personal electronic medical record,” asserted the President.’

The promise of digitizing personal medical information may have many benefits: increasing efficiency in our
nation’s sprawling health care system, decreasing medical errors caused by a lack of information about
patients, decreasing unnecessary tests and examinations, and increasing overall quality of care.” “Paper
kills,” warned former House Speaker Newt Gingrich, in reference to the thousands of Hurricane Katrina
survivors who were plagued by the destruction of their paper medical records after the flood.” The Katrina
disaster is but one example some point to which supports the need for electronic medical records. In more
normal day-to-day use, many physicians support the use of EMRs. In a nationwide survey conducted in
2008, some 82% of doctors reported that EMRs improve the quality of medical decisions, and 86% said they
help prevent errors.*

Nearly five years after President Bush’s declaration that every American have a personal EMR by 2014,
where do we stand now? Nationally, it is estimated that less than a quarter of doctors’ offices use EMRs.”
The vast majority of doctors in small, private practices—with whom most Americans interact with for health
care needs—still rely on paper records and files. Only 9% of practices with less than three doctors are
estimated to use EMRs.® The barriers to expanding the use of EMRs are many. There are significant costs for
installing new technology and software.” There are different and competing forms of technological standards
for EMRs. There are many state and federal policies that must be successfully navigated. And finally, there
are concerns about individual privacy and confidentiality.
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Nebraska’s Adoption of Health Information Technology

In Nebraska, a 2007 survey of all licensed physicians in the state conducted by the Nebraska Medical
Association and Creighton University found that 23% of respondents had fully implemented electronic
medical records in their practices. Thirteen percent were in the process of doing so, 35% were planning on
doing so within the next few years, and 42% of responding physicians had no plans to implement EMRs.®
Among doctors who had not yet moved to using EMRs, 77% had not done so due to the high financial costs
of transitioning to EMRs. The lack of single standards in health exchange information was another large
obstacle (59%).”

Like many other states, in Nebraska there are partnerships that are planning to implement “‘health
information exchanges.” Although all but one of these partnerships are not operating currently, in the future,
they would all be able to electronically exchange medical information within their defined regions to
improve health care. These partnerships include:

The Nebraska Health Information Initiative: A statewide partnership between public and private
hospitals and clinics across Nebraska, Blue Cross and Blue Shield of Nebraska, and other health care
entities.

The Western Nebraska Health Information Exchange: A partnership between all the
hospitals in Western Nebraska, the Panhandle Public Health District, Region I Behavioral
Health, and other health care entities.

The Southeast Nebraska Behavioral Health Information Network: A partnership between the
Heartland Health Alliance, Blue Valley Mental Health Center, Region V Systems, BryanLGH
Medical Center, Health Partners Initiative, and other entities to share behavioral health information
in the Lincoln and southeast Nebraska area.

The Southeast Nebraska Health Information Exchange: A partnership between the Thayer
County Health System and community partners including emergency medical services, the
local pharmacy, and long-term health care facilities.

Security and Privacy

The sharing of Electronic Medical Records poses a number of complicated questions about security, privacy,
and health care quality. Most people can agree that the use of EMRs can greatly benefit both patients and
providers, but there have also been reservations. In a national survey conducted by the Employee Benefit
Research Institute, most survey respondents believed it was extremely (27%) or very (33%) important for
personal health information to be electronically stored. However, 62% of respondents were not confident that
their electronic health records would remain confidential. "
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Public concern over privacy and security should be no surprise. Over the years, frequent news stories have
appeared about mishandled or lost electronic data, internet hackers bypassing security measures to access
confidential data, leaks of information to employers or the media, and other mistaken or intentional breaches
of privacy. Examples include:

e In 1996, a Florida health worker stole electronic records listing 4,000 HIV-positive people, brought it to a
bar, and offered to look up the names of friends."'

e In 1999, the City of New York planned to use personal Medicaid records to pressure welfare recipients into
drug or alcohol treatment programs. The plan was later dropped after wide-scale protests.

e In 2000, medical records of thousands of University of Michigan Medical Center patients were mistakenly
placed on an unsecure website on the internet for two months. "

e In 2001, a pharmaceutical company mistakenly exposed the e-mail addresses of over 600 individuals with
depression, bulimia, or obsessive-compulsive disorder, through an automated e-mail message."*

e I[n 2002, computers containing the names, contact information, and social security numbers of over
500,000 U.S. troops were stolen from a private, military health care contractor in Phoenix, AZ."

e In 2008, unauthorized employees at the University of California, Los Angeles Medical Center were
discovered to have looked at the medical records of Governor Arnold Schwarzenegger, First Lady Maria
Shriver, Farah Fawcett, Britney Spears, and hundreds of other celebrities, politicians, and patients.
Information about Farah Fawcett’s treatment for cancer was subsequently leaked to tabloid newspapers.'®

Clearly, these examples indicate that data theft, hacking, or other violations of security and privacy are real
possibilities. Yet they are still isolated ones. Electronically stored data does offer security advantages over
paper records. When managed properly, electronic data records can only be accessed by authorized personnel
following stringent security measures, and that access can be logged and audited in a way that is not possible
with paper records. On the contrary, with a little imagination and determination, anyone could access paper
files locked in an office cabinet.

A federal law called the Health Information Portability and Accountability Act (HIPAA) provides broad
security and privacy requirements for the management of people’s health information. HIPAA allows for the
sharing of necessary information between health care providers and other entities for treatment, payment,
health care operations, and for other purposes permitted by law. '’
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Policymakers in Nebraska and other states are aware that the use and possible expansion of EMRs rests on
concerns the public has about security and privacy. In 2006, Lieutenant Governor Rick Sheehy formed the
Nebraska Health Information Security and Privacy Committee (HISPC). In its 2007 report to the State of
Nebraska, HISPC recognized the need to engage and educate both health care professionals and ordinary
consumers across the state about security and privacy issues, and examine existing laws and regulations that
impede exchange of health data.'®

Still, important questions remain for the public about EMRs, how they are used, and what policies should be
enacted to address these evolving issues:

m Sensitive Medical Information: How should electronic information about particularly sensitive medical
conditions be handled? Who should have access to records documenting an individual’s mental health
history, HIV status, and drug or alcohol abuse treatment? How should consumers authorize release of such
data? And in what circumstances is authorization not necessary?

m The Role of the Private Sector: Private entities have recently unveiled online EMR projects such as
Google Health and Microsoft Health Vault.' Placing EMRs online might be a way to get around problems
associated with having multiple and competing EMR formats, but raise questions about security and
vulnerability to internet outages. How should EMRs in the private sector be regulated?

m The Role of the Public Sector: Government can obviously play a large role in regulation of EMR
exchange. Should the government have a large role in oversight of EMR exchange, or a less intrusive one?
To what extent should public tax dollars be used to fund expansion of EMR? To what extent should the
government’s public health infrastructure rely on EMRs?

Clearly, the trend towards digitizing personal health information will continue—a development that could

have major implications for individual quality of life, and the nation’s massive health care industry in
general. What role should Nebraska play in these important developments?
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